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Overview of the Act

o The Protection of Personal Information Act (or POPI Act) is South Africa’s equivalent of the EU GDPR.
o A COMBINAION OF THE POPIA (Personal Information) and PAIA Act (Access to Information)

o As the information office you become responsible for both of these

o Information Regulator has the power to regulate both these laws

o |t sets some conditions for responsible parties (called controllers in other jurisdictions) to lawfully process the
personal information of data subjects (both natural and juristic persons).

o The POPI Act does not stop you from processing and does not require you to get consent from data subjects
to process their personal information.

o Whoever decides why and how to process personal information is responsible for complying with the
conditions.

o There are eight general conditions and three extra conditions. The responsible party is also responsible for a
failure by their operators (those who process for them) to meet the conditions.



https://www.michalsons.com/focus-areas/privacy-and-data-protection/protection-of-personal-information-act-popia

Purpose

o To promote the protection of personal information processed by public and private bodies; to introduce
certain conditions so as to establish minimum requirements for the processing of personal information; to
provide for the establishment of an Information Regulator to exercise certain powers and to perform certain
duties and functions in terms of this Act and the Promotion of Access to Information Act, 2000; to provide for the
issuing of codes of conduct; to provide for the rights of persons regarding unsolicited electronic communications
and automated decision making; to regulate the flow of personal information across the borders of the Republic;
and to provide for matters connected therewith.



https://popia.co.za/protection-of-personal-information-act-popia/chapter-3-2/
https://popia.co.za/protection-of-personal-information-act-popia/chapter-5/part-a/
https://popia.co.za/
https://www.michalsons.com/focus-areas/information-technology-law/access-to-information-paia/promotion-of-access-to-information-act
https://popia.co.za/protection-of-personal-information-act-popia/chapter-7/
https://popia.co.za/protection-of-personal-information-act-popia/chapter-8/
https://popia.co.za/protection-of-personal-information-act-popia/chapter-8/
https://popia.co.za/protection-of-personal-information-act-popia/chapter-9/

Legislative Underpinnings

» section 14 of the Constitution of the Republic of South Africa, 1996, provides that everyone has the right to privacy;

« the right to privacy includes a right to protection against the unlawful collection, retention, dissemination and use of
personal information;

» the State must respect, protect, promote and fulfil the rights in the Bill of Rights

o consonant with the constitutional values of democracy and openness, the need for economic and social progress,
within the framework of the information society, requires the removal of unnecessary impediments to the free flow
of information, including personal information;

o regulate, in harmony with international standards, the processing of personal information by public and private
bodies in a manner that gives effect to the right to privacy subject to justifiable limitations that are aimed at
protecting other rights and important interests,



http://www.justice.gov.za/legislation/constitution/SAConstitution-web-eng.pdf



https://www.michalsons.com/blog/why-you-should-care-about-popi/18290
https://www.michalsons.com/blog/class-actions-civil-damages/15395




Concepts

o |IR: Information Regulator

o 10: Information Officer

o D-1O: Deputy Information Office

o PAIA: Promotion of Access to Information Act

o Operator: A third party that handles personal information that the Practice would otherwise handle
(Data Processor)

o Responsible Party: The Practice and all its staff contractors




Important Considerations

o Rememober this hasn't taken the place of health laws, where in place.
o The protection and of disclosure to health is still in place

o POPIA makes it possible for this consent to be given verbally, however the national health act does not
allow for this, without written consent

o Law (However we need to let people know that we are doing this in accordance with the law)
o Court order

o Between professionals within patient’s interest (No consent required and necessary) (Patient entitled to a
copy of letter of referral)




Medical Schemes Regulation (Medical
Schemes Act)

o Only a general right to patient information if there is a manged care agreement between he provider
and the scheme/administrator/ MCO

o Regulation 15A & J

o All accounts to a scheme must include an ICD Code (ie. Diagnostic/health condition code, patient must
be informed)




What is personal information

o Race; gender; sex; pregnancy; marital status; nationality; ethnic or social origin ; colour; sexual
orientation; age; physical or mental health; well-being; disability; conscience; belief; culture; lanaugue
and birth

o Education; medical; finical; criminal or employment history

o |d number; symbol; email address; physical address; telephone number
o Blood type or any other biometric information

o Personal opinions, view or preferences

o The views or opinions of another individual about a person

o The name of a person if it appears with other personal information

o A child who is subject to parental control in terms of the law (Special Personal information) (Extra
precautions required)

(e]

A data subjects religious or philosophical beliefs




Processing

o Any activity or operation involving Personal Information, whether automated or not. It includeds the
collection, recording, organisation, storage, updating or modification, retrieval, consultation, use,
dissemination by means of fransmission, distribution or making available in any other form, merging,
linking, as well as blocking, erasure or destruction of information.

o |le. data bases; payroll etc.




POPI: Special Information (health and
biometric

o Processing of this information is, in general, prohibited, unless consent has been provided; the data is
necessary to exercise a right or fulfil a legal obligation; and sufficient guarantees for induvial

o Section 32 excludes from the prohibition: medical professionals and healthcare facilities, insurance
companies and medical schemes/administrators deal with authorisations relating to health, but requires
that information only be processed under a contractual duty of confidentiality, unless here is a legal duty
to process information




Condifions for lawful processing

o Accountability — responsibility to ensure compliance

o Processing limitation — Lawful (information to be kept as long as you need it)
o Purpose specification — purpose specific and explicitly defined

o Further processing limitation — only if it formed part of originally obtained

o Information quality — responsible party to take steps to ensure info is complete, accurate, not misleading
and updated

o Openness — Notifying data subjects, such as if the data-collection is mandatory or voluntary

o Security safeguards - list of measures that should be taken to prevent loss, damage, unauthorised and
unlawful access.




(¢]

(¢]

(¢]

(¢]

(¢]

(¢]

Step 1 Appoint IO and deputy (CEO)

Responsible for the development and implementation of a Compliance Framework
A personal information impact assessment

Internal awareness sessions should be conducted regarding the

Internal measure and adequate systems to process requests for information or access thereto must be
developed

Internal measures and adequate systems to process requests of the information




The IO must be frained

o They are the main contact with the information regulator and the public
o They are responsible for compliance with the POPI At and Regs and PAIA and Regs
o Both POPI and PAIA must be implemented




Step 2: PAIA Compliance

o Revamp/ update/ create a new PAIA Manual, use template

o Make sure the IO/ D-los know how PAIA works:

o Requester Form- check what right person wants to protect by accessing the info
o Check if they want info you must refuse

o Write back to say that you will supply by a date (you have 30 days)

o Disclose/ decline then before the 30 days




Impact Assessment

o List all sources of personal information
o |If we have this, do we have more than we need?

o Measure the information and how that measures up against the Conditions of Processing




Security

(e}

Breaches must be reported to the IR and you must inform those affected

(o}

Ensure integrity and confidentiality

(e}

Through appropriate, reasonable technical and organisational measures

(o}

Prevent Loss/Damage/ Unauthorised destruction/Unlawful Access




Check/implement Policies contracts

o Check which Policies/ SOPs do you have in the Practice and are they all POPI aligned?
o Check which contracts you have
o Draft your POPI Policy/ Framework based on your analysis in Step 3 and 4

o Do | need more policies to govern this




Rights of dato

o Notification when personal information is being collected

o Notified if there has been an unlawful access or acquisition of their personal information
o Request arecord of your Personal Information

o Request the correction, deletion and or destruction of your Personal Information

o Object to the processing of Personal Information

o Exercise the right to withdraw the consent to processing, if voluntarily given

o Not to be subjected to automated decision-making on the personal information in contravention of
section 71, POPI Act

o Submit a complaint to Information Regulator

o |Institute civil proceedings




Consent to disclosure

o We use this when a patient wants you to disclose to their employer or issue a report fo an insurer or
submit chronic forms to a medical scheme or if a former partner is to be given information

o We need to ask the patient to complete this and to be specific with who, for what reason and for how
long this information is to be shared

o Copy to patient and practice file




Report on disclosures

o This is done when disclosures are made that are not the regular, such as ICD 10 codes on scheme
account or UIF to SARS

o Orsay a patient has consented to whole file to attorney

o This should be done by completing the information so that there is an easy record of disclosures of
personal information




Retention, archiving and destruction

(e}

According to the act we must keep information as long as we need it.

(o}

We need to decide how long we need this information for and to put that into our policy

(e}

We need to be clear with when records are going to be archived

(o}

When documents are to be destroyed and to have proof that these were destroyed




Section 34 Prohibition on processing
personal information of children

o Aresponsible party may, subject to section 35, not process personal information concerning a child.



https://popia.co.za/section-35-general-authorisation-concerning-personal-information-of-children/
https://popia.co.za/section-1-definitions/

Section 35 General authorisation
concerning personal information of
children

1. The prohibition on processing personal information of children, as referred to in section 34, does not apply if the processing is—

1. carried out with the prior consent of a competent person;

2 necessary for the establishment, exercise or defence of a right or obligation in law;
S necessary to comply with an obligation of international public law;

4 for historical, statistical or research purposes to the extent that—

1. the purpose serves a public interest and the processing is necessary for the purpose concerned; or

2. it appears to be impossible or would involve a disproportionate effort to ask for consent,

3. and sufficient guarantees are provided for to ensure that the processing does not adversely affect the individual privacy of the child to a disproportionate extent; or
5. of personal information which has deliberately been made public by the child with the consent of a competent person.

2. The Regulator may, notwithstanding the prohibition referred to in section 34, but subject to subsection (3), upon application by a responsible party and by notice in theGazette, authorise a

responsible party to process the personal information of children if the processing is in the public interest and appropriate safeguards have been put in place to protect the personal information
of the child.

3. The Regulator may impose reasonable conditions in respect of any authorisation granted under subsection (2), including conditions with regard to how a responsible party must—
1. upon request of a competent person provide a reasonable means for that person to—
1. review the personal information processed; and
2. refuse to permit its further processing;
2. provide notice—
1. regarding the nature of the personal information of children that is processed;
2. how such information is processed; and
3. regarding any further processing practices;

8 refrain from any action that is intended to encourage or persuade a child to disclose more personal information about him- or herself than is reasonably necessary given the purpose for which it is
intended; and

4. establish and maintain reasonable procedures to protect the integrity and confidentiality of the personal information collected from children



https://popia.co.za/section-34-prohibition-on-processing-personal-information-of-children/
https://popia.co.za/section-1-definitions/
https://popia.co.za/section-1-definitions/
https://popia.co.za/section-1-definitions/
https://popia.co.za/section-1-definitions/
https://popia.co.za/section-34-prohibition-on-processing-personal-information-of-children/
https://popia.co.za/section-1-definitions/
https://popia.co.za/section-1-definitions/
https://popia.co.za/section-1-definitions/
https://popia.co.za/section-1-definitions/

Section 4 Lawful processing of personal
information

1. The conditions for the lawful processing of personal information by or for a responsible party are the following:

“Accountability”, as referred to in section 8;

“Processing limitation”, as referred to in sections 9 to 12;
“Purpose specification”, as referred to in sections 13 and 14;
“Further processing limitation”, as referred to in section 15;
“Information quality”, as referred to in section 16;
“Openness”’, as referred to in sections 17 and 18;

“Security safeguards”, as referred to in sections 19 to 22; and

© N o O s Db~

“Data subject participation”, as referred to in sections 23 to 25.



https://popia.co.za/section-8-responsible-party-to-ensure-conditions-for-lawful-processing/
https://popia.co.za/section-9-lawfulness-of-processing/
https://popia.co.za/section-12-collection-directly-from-data-subject/
https://popia.co.za/section-13-collection-for-specific-purpose/
https://popia.co.za/section-14-retention-and-restriction-of-records/
https://popia.co.za/section-15-further-processing-to-be-compatible-with-purpose-of-collection/
https://popia.co.za/section-16-quality-of-information/
https://popia.co.za/section-17-documentation/
https://popia.co.za/section-18-notification-to-data-subject-when-collecting-personal-information/
https://popia.co.za/section-19-security-measures-on-integrity-and-confidentiality-of-personal-information/
https://popia.co.za/section-22-notification-of-security-compromises/
https://popia.co.za/section-23-access-to-personal-information/
https://popia.co.za/section-25-manner-of-access/
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